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Introduction

This document covers installation and configuration of SSO Plugin for BMC MyIT 2+. Separate
documents are available for other BMC components (ie AR System, Dashboards).

We do not support versions of MyIT prior to version 2.1 because BMC have vastly improved the
product since the original release and this has simplified the SSO integration.

JSS has worked closely with BMC MyIT releases, in particular, around the MyIT SSO interface. We
therefore recommend you use version 2.2 of MyIT, or a suitably patched version of 2.1 (please
contact JSS support for the most up to date advice).

As of MyIT version 2.1, the SmartIT product is encapsulated within MyIT so by following this
document, SSO will be enabled for both MyIT and SmartIT.

The JSS support website contains all the SSO Plugin documentation and videos covering installation
and configuration.

Deployment approaches

This installation method in this document assumes an existing SSO Plugin enabled BMC Mid Tier is
available, and re-uses its SSO integration. If the users of MyIT do not have access to Mid Tier (ie it is
behind a firewall for external users) then you will need to integrate MyIT directly with the SSO
implementation and these instructions can be found in the 'SSO Plugin Authentication Service'
download.

If in any doubt, discuss your implementation options with JSS support.

http://www.javasystemsolutions.com
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SSO Plugin integration

SSO Plugin runs on the Mid Tier providing SSO for the existing BMC applications, and also extends
SSO to MyIT through the JSS Identity Federation Service. This allows third party products, BMC or
non-BMC, to be SSO enabled with the Mid Tier (and hence, AR System User form) as a single
repository of data.

The flow of data is as follows:

1. When arequest hits the SSO Plugin URL (http://myit.ssoplugin.local:9000/ux/myitapp/) on
MyIT and no session exists, it is redirected to the Mid Tier running SSO Plugin.

2. The user passes through the configured SSO implementation and when complete, the
request is sent back to MyIT with the AR System User form detail (such as their groups).

3. The SSO Plugin passes the username into MyIT which progresses through the existing MyIT
login process.

MyIT & SmartIT with SSO Plugin Authentication Sequence

Browser/MobileApp MyIT/SmartIT & 1SS Identity Federation Service Mid-Tier & SSO Plugin SAML Provider (ADFS)

1) Initial authentication request >

(2) Secured with the Federation Key o
-

3) Example authentication >
" (4) Successfully authenticated

(5)

>
-

(6) SSO Complete

Browser/MobileApp MyIT/SmartIT & ]SS Identity Federation Service Mid-Tier & SSO Plugin SAML Provider (ADFS)
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Configuring SSO Plugin

You must first set up SSO Plugin to enable the Identity Federation Service, typically running on BMC
Mid Tier:

1. Login to the Mid Tier SSO Plugin configuration page, ie. http://yourmidtier/arsys/jss-
sso/index.jsp.

2. Click Configuration.
Tick 'Enable Identity Federation Senvice'.

4. Enter a unique key or press the Random button to create one. Take a note of the key for the
next section.

5. Click 'Set configuration' and ensure the SSO Plugin still functions using the Test SSO'
link.

~— [#| Enable identity federation service
Federation key 7hate?ed-ec4c-4946-a7e4-26e3e62605hE Random

Token lifetirme 1 hours r
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Patch the MyIT web.xml

The MyIT ux web.xml file (default location is C:\Program Files\BMC
Software\Smart_IT_MyIT\Smart_IT_MyIT\uxX\WEB-INF) requires patching. We provide a tool on the
JSS support website to do this for you and recommend you use it, or you can do this manually.

1.
2.

Browse to the following page http://www.javasystemsolutions.com/jss/senice
Select BMC MyIT from the Product menu

Enter your full URL of the Mid Tier default web path as it is configured in the AR System
Administration Console. Example http://midtier.yournetwork.com/arsys

Enter the Federation Key copied in the previous task, to the Federation Key box

Click the Choose File button and browse to the MyIT ux web.xml on your installation. Note
that your existing web.xml file will not be modified.

Click Get patched file and save the new patched-web.xml to the same directory for use in the
next section.

[] Support - Java System Solut %

<«

ra—

C [ www javasystemsolutions .com,/jes /service T

web.xml patching tool

This tool provides an automzted mechanism of patching the web.xm!
within third party products that you wish to SSO enable using the S5O
Flugin Identity Federation Service.

Use it in conjunction with the installation docurment and ensure you keep a
backup of the original web.xml file.

Product EMC MyIT ¥
The third party product yourare patching.

URLtoSSOPlugin | https:/fmidtier mynetwork com/farsys
The URL o the the web server running the 550 Plugin identity
Federation Service.

Federation key 7bagered-ecy c-4046-a7e4-26e3e626bsba
The tdentity Federation Service key set up I the 550 Plugin
configuration.

Using CA SiteMinder
Check thus wher CA Sitald)

integration. Organize v New Folder S m .@.
web. xml file Choose File | Nofile chosen ~ 2l MName = |Data modified IType
0 Favorites
Get patched file B Desktop . dasses 09/01/2015 15:35 File falder
# Downloads lib 16/01/2015 19:00 File Folder
&L Recent Places readme txt 17/12/2014 14:56 Text Docume
A Libraries =
3 Documents | web.xml.original 17/12/2014 14:56 ORIGIMAL Fi
,J‘. Music | web.xml.patch 12/01/2015 13:46 PATCH File
(=] Pictures
B videos
1M Computer
P = I | i
File name: [web.xmi x| [aaFites |

Open ‘vl Cancel |
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Installing SSO Plugin for BMC MyIT 2.2

To enable SSO Plugin for BMC MyIT, the following steps must be followed:
1. Stop the instance of Tomcat running MyIT. The display name is Smart IT/MyIT Application

2. Backup the original web.xml file and rename the patched-web.xml that was configured via the
JSS website and saved in the previous section to web.xml. The default directory is C:\Program
Files\BMC Software\Smart_IT_MyIT\Smart_IT_MyIT\uxX\WEB-INF

3. Copy the WEB-INF directory and contents from the SSO Plugin download MyIT folder and paste
into the MyIT installation ux directory. Example screenshot:

l C:%Program Files' BMC Software' Smart_IT_MyIT'Smart_IT_MyIT\ux

5 )v| + Computer + Local Disk {C:) + Program Files = BMC Software » Smart_IT_MyIT « Smart_IT_MyIT + ux = - l‘gj I Search ux

COrganize *  Include inlibrary »  Share with +  Mew folder

‘¢ Favorites Mame ~ Date modified Type Size |
B Deskiop admin 09/01/2015 15:35 File Falder
& Downlaads . app 15/01/2015 21:24 File Folder
1=l Recent Places | META-INF 09012015 15:35 File Folder
. myitapp 16/01/2015 18:56 File Falder
) Libraries
‘faj . myitapp-full 15/01/2015 21:36 File Folder
=| Documents
f Musi . smart-it 09/01/2015 15:35 File Folder
U usIc
] Pictures . smart-it-full 09/01/2015 15:35 File Falder
E videos . \WEEB-INF 15/01/2015 21:439 File Folder
& | indes.html 170122014 14:56 HTML Document 1KE
1M Computer

Q‘; Metwork

' Users'.administrator.SSOPLUGIN' Downloads', 155-550Plugin-BMC-4.0.18%, 155-550Plugin-4.0'myit

= Administrator = Downloads = 155-5S0Plugin-BMC-4.0.18 + 155-550Plugin-4.0 = myit =

Include inlibrary +  Share with +  Mew Folder

Y7 Favorites Mame Date modified Type

B Desktop | WEB-IMF | 15/01/2015 21:23 File fiolder

4 Downloads

] Recent Places

4. Locate the index.html file under the ux web application directory.

5. Rename the index.html file toindex.jsp.

6. Open the index.jsp file in your favourite text editor and add the following to the top of the file:
<% response.setHeader ("Cache-Control", "no-cache"); %>

7. A setting in the MyIT database switches on SSO. Locate the TENANT table and set

SAML_AUTHENTICATION=1 where PK=1. Example SQL:

update [SmartIT]. [SmartIT System].TENANT set SAML AUTHENTICATION = 1 where
PK = 1

8. Example screenshot:

SQLQueryl.sql -...kIT (sa (113)})*

update [SmartIT] . [SmartIT | stem] . TENANT set SAML AUTHENTICATION = 1 where PE =

o

_'_’] Mezzages

11 rowi=s) affected)
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9. Start the instance of Tomcat running MyIT. The display name is Smart IT/MyIT Application
10. Verify the installation by browsing to http://myit.yourdomain.com:9000/ux/

http://www.javasystemsolutions.com
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Installing SSO Plugin for BMC MyIT 2.0 & 2.1

To enable SSO Plugin for BMC MyIT, the following steps must be followed:
1. Stop the Tomcat instance running MylIT.

2. The MyIT application is deployed as a war file and requires unpacking so it can be configured
for use with SSO Plugin. Prior to MyIT2.1 itis called myit.war, and since MyIT2.1 it is called
ux.war. The following instructions assume it is called myit.war but if using MyIT2.1, the same
steps are followed but use ux.war where you read myit.war.

a. Locate the war file in the MyIT installation directory, ie c:\Program Files\BMC
Software\MyIT\MyIT\myit.war or ux.watr.

b. Take a backup of the war file so it can be re-introduced if the SSO integration fails.
Rename the war file to myit.war.zip.
d. Extract myit.war.zip to a directory called myit.war.

e. Delete the myit.war.zip file.

Screenshot Example

(? .)v | . = iComputer = Local Disk (i) = Program Files = BMC Software = MyIT = MyIT =

Organize *  Includeinlbrary »+  Sharewith = Mew Folder

. Mame
o Favarites

B Deskiop ddi
4 Downloads deploy
=R Pl
| Recent Places Fi
L
7 Libraries 2%
3 Docurnents migration
.J“- Music mongodata
= Pictures mongodh-win32-x86_g4-2008plus-2.4.8
B s
-~ node-win32
1M Computer
smileys-http-prosy-serviet-1,4
€ Network social
tenant-canfig
virgo-web-server-2,1,1, RELEASE
workflow
14 iterns
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3. Locate the SSO Plugin MyIT installation files and copy them into the MyIT web application
directory unpacked in the previous step. Copying will ask you to confirm the folder replace
because WEB-INF already exists. Please select Yes.

Copying the files
B ovibwsr |

G(\ :’;v | . = Local Disk {:) ~ Program Files ~ BMC Software = MyIT = MyIT + myit.war ~ - l‘al I Search myit. war

Organize *  Includein ibrary *  Sharewith +  Mew Folder

- Favorites Mame « Date madified Type I Size
-y
B Desktop ) admin 02/11/2014 16:06 File: Falder
& Downloads | app 02/11/2014 16:56 File Folder
=l Recent Pl
=4 REEnt Flaces | app-Ful 02/11/2014 16:56 File Folder
: ; . . META-IMF 02/11/2014 16:06 File Folder
7 Libraries
3 Diocuments . WEE-INF 0zf11/2014 21:53 File Falder
J‘: Music €] indes, html 15/05/2014 09:31 Firefox HTML Docu. .. 1 KB
= Pictures || wersion. properties 15/05/2014 09:39 PROPERTIES File 1KE
E Videos
Copy
M Computer

Q‘? Netwark . = Administrator ~ DoMgloads - 155-550PUgin-BMC-4.0,16 - 155-S50Plugin-4.0 « myit - -

Organize o Open  Includs in ibrary Share with +  Mew Folder

Marie * Date modified Tvpe

i Favaorites
B Deskiop
4 Downloads

. WEB-INF 03/11f2014 17:03 File folder

a. Mowe the new jar to C:\Program Files\BMC Software\MyIT\MyIT\myit.wanWEB-
INF\lib Overwriting the old file if it still exists.

4. Various index.html files require a small change in order to ensure the browser does not cache
them:

a. In MyIT 2.0.x, locate the index.html files under the app and app-full directories.
b. In MyIT 2.1.x, locate the index.html files under the myit-app and smatrtit directories.
Two changes must be made to each index.html file:
a. Rename it toindex.jsp.
b. Open it in your favourite text editor and add the following to the top of the file:
<% response.setHeader ("Cache-Control", "no-cache"); %>

5. Asetting in the MyIT database switches on SSO. Locate the TENANT table and set
SAML_AUTHENTICATION=1 where PK=1 as per the following screenshot:
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2 o = | RS R | = = | T b
SQLQueryl.sqgl ...ter (sa (105)]*]
Jurwswsr® Ipript for SelectToplRows command from 3I3M3I weeswsa/
= 3ELECT TOR 1000 [PE]
; [HOSTHNAME]
- [ID]
; [MAHME]
, [FAML AUTHENTICATICH]
FEOM [mwvit] . [wvitsystem] . [ TENANT]
TEDATE [myit] . [myitsystem] . [TENANT] set 3AML AUTHENTICATION = 1 WHERE PE = 1

.
]

A

ol

[ Results | -I_"I Messagesl
PE | HOSTNAME | 1D | NAME | saML_AUTHENTICATION |
1 |1 iocakost Eaf0bSbc-efad-4af2-808c-3b805a9c3934  000000O00000OCT 1

6. The MyIT web.xml file (in the C:\Program Files\BMC Software\MyIT\MyIT\myit.wanWEB-
INFdirectory) requires patching. We provide a tool on the JSS support website to do this for
you (http://www.javasystemsolutions.com/jss/senice) and recommend you use it, or you can
do this manually by following these steps:

a. Open the web.xml.patch file from myit\WEB-INF, select all and copy to clipboard.
b. Open the myit\WEB-INF\web.xml file.
c. Locate the first filter-mapping element and paste the patch before it, ie.

<!-- paste patch here -->

<filter-mapping>

d. Referring to the patch pasted above, perform the following changes:

i. identityFederationServiceURL: This points to the identity federation
service running on the SSO Plugin installation. The identity federation service
URL is /jss-sso/identityfederationservice, relative to the Mid Tier installation.
Therefore, if the Mid Tier is installed at:
http://bmcMidTier:8080/arsys
then the identityFederationServiceURL is:

http://www.javasystemsolutions.com
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http://bmcMidTier:8080/arsys/jss-sso/identityfederationservice

ii. key: This must be set to the federated identity key set in the Mid Tier SSO
Plugin interface.

7. Start the MyIT Tomcat instance.
8. The URL entry points differ per MyIT version:
a. Prior to version 2.1, navigate to: http://host/myit.
b. From wversion 2.1 or abowe, navigate to:
i. http://host/ux/myit-app (for MyIT).
ii. http://host/ux/smartit (for SmartIT).
9. If there is an issue you can not resolve in the SSO implementation, follow these steps:

a. Stop the MyIT Tomcat instance.

b. Mowe the myit war file from the webapps directory into a location outside of Tomcat so
it can be kept for debugging purposes.

c. Place the myit.war file backed up in step 2(b) in the webapps directory.
d. Start the MyIT Tomcat instance.
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